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Abstract

The smartphone has become an indispensable electric device for most people
since it can assist us in finishing many tasks such as paying and reading.
Therefore, the security of smartphones is the most crucial issue to illegal users
who cannot access legal users’ privacy information. This paper studies iden-
tity authentication using user action. This scheme does not rely on the pass-
word or biometric identification. It checks user identity just by user action
features. We utilize sensors installed in smartphones and collect their data
when the user waves the phone. We collect these data, process them and feed
them into neural networks to realize identity recognition. We invited 13 par-
ticipants and collected about 350 samples for each person. The sampling fre-
quency is set at 200 Hz, and DenseNet is chosen as the neural network to va-
lidate system performance. The result shows that the neural network can effec-
tively recognize user identity and achieve an authentication accuracy of 96.69
percent.
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1. Introduction

With the popularity and rapid development of science and technology, the smart-
phone has become an indispensable daily tool for many users. The smartphone is
becoming a powerful assistant to help us finish much work, such as shopping,
paying and reading. Besides, it is gradually becoming the core of the Internet of
things. Therefore, its security is becoming a hot research topic since it is the
premise of normal smartphone usage. Traditional authentication schemes, such

as passwords or patterns, may be vulnerable to shoulder peeping and guessing
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attacks by malicious people [1]. Due to the defects of traditional unlocking me-
thods, researchers consider the biological feature as a new way to solve these
problems. Among biological feature recognition approaches, iris recognition [2],
fingerprint recognition [3], and face recognition [4] [5] achieve better effects,
but they also have certain shortcomings. For example, the copied iris image can
successfully cheat the iris reader. When we wear gloves or our hands with water,
fingerprint recognition will also fail. Besides, fingerprint features can be easily
copied using tape. Although 3D face recognition has higher security, the related
attack technique has been proposed.

Currently, the performance of the smartphone is becoming more and more
powerful. These smartphones contain many sensors with high precision, such as
acceleration sensors, gyroscopes, gravity sensors, GPS modules, etc. These mo-
tion sensors can record the motion information of mobile phones. As a result,
most behavior states can be captured when users use mobile phones, such as gait
features or motion features. Therefore, we can utilize these features to realize
identity authentication. Effectively extracting features from smartphones and
making correct classification become a crucial problem. Deep learning technol-
ogy has been widely used in computer vision, natural language processing, au-
tomatic driving, etc. In this paper, we employ a neural network to implement
identity authentication for smartphone users by using built-in motion sensors of
the smartphone. The neural network can analyze the differences between differ-
ent people from the same behavior, improving security compared with physio-
logical feature recognition. This scheme makes it possible to use the built-in

sensor of the mobile phone for authentication by using human waving action.

1.1. Physiological Feature Recognition

In recent years, the research on identity authentication using the physiological
feature is becoming a hot research topic. As an important identity feature, the
iris has the advantages of uniqueness, invariance and collectability. Everyone’s
iris structure is unique and stable, and it will not change with the increase of
people’s age. Because of the above characteristics, the iris has become the most
secure authentication method. At present, the iris acquisition mainly uses a CCD
lens, which is large in size and high cost. Therefore, this scheme is not suitable
for installation on mobile phones. And in the case of poor external lighting con-
ditions, the accuracy of iris recognition will decrease seriously.

In addition, as the earliest physiological feature, the fingerprint identity rec-
ognition system has become increasingly mature. Fingerprint features are easier
to extract than iris recognition, and the recognition accuracy is satisfied. How-
ever, verification of fingerprints requires dry fingers. In many cases, it is not
convenient to unlock the mobile phone for this condition. Moreover, the finger-
print verification method has certain risks. Fingerprint features can be easily ob-
tained from the door handle, mouse and water cup, which may lead to the lea-

kage of user information.
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With the development of deep learning and neural network, the effect of face
recognition technology has reached a new level. Compared with fingerprint rec-
ognition and iris recognition, there is no additional hardware requirement be-
cause we can utilize the camera of mobile phones. However, face recognition
technology also has its own defects. Face recognition technology has some error
risks. When multiple faces have high similarity, the accuracy of recognition may
decrease. Besides, the face information is open to the public. A photo can extract
most of the features of the face, leading to the disclosure of user information.

To sum up, biological physiological feature recognition provides convenience
and brings unsafe factors. Therefore, some researchers turn their attention to

human behavior characteristics, especially gesture characteristics.

1.2. Behavior Feature Recognition

Human motion behavior characteristics can be applied in many fields, including
gesture behavior [6], gait signal [7] [8] and keystroke dynamics [9] [10]. These
behavior features can be used in identity authentication since they can represent
the unique feature of each person. Compared with physiological features, it is
more difficult for human behavior characteristics to be stolen, which can protect
users’ privacy more effectively.

1) Gesture behavior characteristics

Modern smartphones have integrated high-precision motion sensors, making
it more feasible to study identity recognition using gesture behavior. When the
user waves the mobile phone, the data generated by shaking the mobile phone,
such as angular velocity and angular acceleration, they will be recorded by the
internal motion sensor of the mobile phone, and the identity will be verified by
comparing with the gesture characteristics inputted by the user.

2) Gait signal features

Every person has unique body characteristics, including limb muscle strength,
bone density and center of gravity. The human motion model built by these fea-
tures can be used to identify a person. The study [11] utilizes Kinect sensors to
recognize user identity using gait features. Only gait features may not be enough
if the environment is very complex or there are many persons in the test scena-
rio because the noise and interference are very serious and cause feature extrac-
tion failure.

3) Keystroke dynamic characteristics

The human hand can finish complied activities. Therefore, the hand motion
feature can be used to identify user identity. Specifically, dynamic keystroke fea-
tures can be utilized for identity authentication because the keystroke habits of
users can contain unique information using measurement data [12]. The studies
[13] employ XGBoost algorithm implementation identity authentication based
on differential classification learning and keystroke dynamics and achieve an
accuracy of 90.91% in identity authentication.

Although many research results have been achieved, some issues must be

solved. 1) The biometric information has more recognition accuracy, but the
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acquisition of it may leak persons’ privacy and require more hardware devices,
leading to cost increases for mobile phone. 2) Behavior features do not involve
personal privacy, but the recognition accuracy or response time may not be sa-
tisfactory. Therefore, the study of identity authentication for smartphones is an
important problem for persons’ information security.

Based on the studies of identity authentication of the smartphone, it is crucial
that a user can implement identity recognition by using a simple action since
this method can work under various scenarios. It can solve many existing prob-
lems requesting strict environmental conditions. Therefore, we propose a simple
and effective identity authentication approach that requires a smartphone user
to draw a circle in the air. The system recognizes the user using the motion fea-
ture from the smartphone’s motion sensor and deep neural network. The con-
tributions of this paper are summarized as follows. Firstly, we propose a smart-
phone identity authentication system using user waving action and a neural
network. It achieves the recognition accuracy of 96.46 percent for 13 persons.
Specifically, we utilize the smartphone’s built-in motion sensors to collect data
and feed the data into a neural network to implement identity authentication.
We employ DenseNet to classify user identity. Secondly, we compare the recog-
nition accuracy with other typical neural networks, including SqueezeNet and
AlexNet. In addition, we analyze the effect of recognition accuracy with the
training epoch. The results show that neural networks can be utilized as tools to
implement identity recognition for user waving action. It also proves that the

behavior feature of using a smartphone can be used to check user legal.

2. Background and Knowledge

This paper studied identity authentication using smartphones and neural net-
works. It collected motion data from the smartphone’s built-in sensors and rec-
ognized user identity by training a neural network model. In this section, we in-
troduced the background and knowledge of the system. It mainly included two

parts, motion sensors and some related neural network models.

2.1. Motion Sensors

We utilized the human motion feature to implement identity recognition.
Therefore, motion data play a great role in the system. These data come from the
sensors built-in smartphone. So, the performance of these sensors is important
for the system. In this system, motion sensors were chosen, including accelero-
meters, gyroscopes, direction sensors, gravity sensors and angular accelerome-
ters. They can provide a vector of three-dimensional values and give us more

information.

2.2. Neural Network

The neural network has been studied for many years. It has revitalized after the

deep learning concept is proposed. Currently, deep learning and neural network
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have been applied in many scenarios, including computer vision, natural lan-
guage processing, intellectual driving, etc. [14]. Deep learning utilizes neural
network models to implement abstract feature extraction and hidden feature re-
presentation. It can finish classification, regression and generation tasks and
achieve perfect performance, especially for artificial intelligence applications
[15]. We introduced some typical neural networks that had been applied suc-
cessfully in other scenarios. We explained typical convolutional neural network
(CNN), including AlexNet, SqueezeNet, and DenseNet. They are typical CNN
and are widely applied in computer vision scenarios. We considered the motion
sensor information as two-dimension matrix and classified the user identity using
CNN.

1) AlexNet

AlexNet [16] is a classic convolution neural network, and it proposes many
useful concepts that have been widely applied to other deep learning algorithms.
The convolution operation is the core operation of deep learning since it can
find abstract and hidden features. AlexNet includes many layers that implement
different operations and functions, as shown in Figure 1. Specifically, it contains
the input layer, convolution layer, pool layer, full connection layer and output
layer. The basic working steps can be described as follows. Firstly, the input layer
processes multidimensional data. Secondly, the convolution layer calculates
convolution on the input data, and then the activation function is used for non-
linear mapping. Thirdly, the pooling layer extracts valuable features to reduce
parameters. Finally, the final classification results will be calculated through the
softmax function.

2) DenseNet

DenseNet [17] is another typical convolution network. It uses a dense connec-
tion mechanism to strengthen feature extraction. In other words, each layer is
connected to all previous layers with the same channel size for feature reuse. It
alleviates the problem of gradient disappearance. Figure 2 is a typical density
network consisting of many density blocks. There is a transition layer connection

between each two adjacent density blocks. The transition layer uses convolution

> N
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>
dense’ | dense
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s Max pooling 2048 2048
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Figure 1. Typical principles of AlexNet [16].
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and pool operations to reduce the size of the feature map. In addition, dense con-
nections greatly reduce the number of parameters and retain many low-dimensional
features.

3) SqueezeNet

SqueezeNet [18] is a very typical convolution network that is smaller than
AlexNet and has a similar recognition accuracy. The key to it is to decrease the
number of network parameters and calculation costs. Its crucial can be explained
as follows. SqueezeNet utilities 1 * 1 convolution kernel, decreases the number of
channels and moves downsample late in the network. It can be described in

Figure 3.

3. System Framework

The system aimed to recognize user identity by utilizing user motion characte-
ristics. The system framework contained four parts: signal collection, data pre-
processing, neural network training, and identity authentication, as shown in
Figure 4. The procedure of the system could be described as follows. Firstly, the
user waved the smartphone, and the motion sensors’ data were recorded. Se-
condly, the data was normalized to balance the difference among the different
motion sensors. At the same time, we split the data into even lengths and resized
them into standard shapes to feed them into the neural network. Thirdly, we
input the samples to neural network and train network parameters. After the
training process, the model parameters were stored. Finally, the identity was va-
lidated, and performance was analyzed.

The details of the system could be explained as follows. We designed an An-
droid APP to collect motion sensor data, including accelerometers, gyroscopes,
and direction sensors at three dimension spaces. We set the sampling frequency
at 200Hz. We collected about three hundred fifty samples for each participant.
We made a two-second timer to conduct an action, drawing a circle in space. We
recorded the data and partitioned them into samples to validate the system.
Then, we normalized the data into the same range to decrease the effect of dif-
ferent sensor values. We reshaped the sample into 224 * 224 to feed them into
the neural network. We split all samples into 8:1:1 for training, validating and

testing to evaluate system performance.

4. Performance Evaluation

We invite 13 participants to conduct a waving action by drawing a circle. Specif-
ically, each user waves smartphone and the motion sensors in the smartphone
record the motion data at 200 Hz. We analyze the data of accelerometers, gyros-
copes, and direction sensors at three dimension spaces. We collect more four
thousand four hundred samples to validate the system performance. Besides An-
droid APP, we design three neural networks to validate system performance. We
select DenseNet as the neural network model and set AlexNet and SqeezeNet as a

comparison. We evaluate the system performance by analyzing the confusion
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Figure 2. Typical principles of DenseNet [17].
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Figure 5. The fusion of the system.

matrix and error change with the training epoch.

Firstly, we analyze the system performance according to the confusion matrix,
as shown in Figure 5. The results show that the average authentication accuracy
is 96.15 percent. We can find that all 13 user authentication is above 92 percent,
and these are satisfactory accuracy. Besides, five-person authentication is 100
percent, and three persons’ accuracy is 97 percent, which shows the system has
good identity accuracy.

Then, we analyze the effect of epoch on the training loss and training accura-
cy. We can see the training loss and training accuracy keep stable after 10
epochs, as shown in Figure 6. The result shows that we just can achieve good
authentication accuracy by using 10 epochs. It proves that the DenseNet can ef-
fectively finish identity authentication using motion sensors of smartphones us-
ing a little training cost.

Next, we compare the performance of two neural networks, including AlexNet
and SqueezeNet. The results show that the authentication accuracy decreases.
The accuracy of AlexNet is 92.15 percent and the accuracy of SqueezeNet is
93.07 percent, as shown in Figure 7. This figure also proves that DenseNet holds
the best recognition accuracy for all users compared with the other neural net-
works. The results indicate that the recognition accuracy of DenseNet is inde-
pendent of users and reals satisfactory performance.

DenseNet has satisfactory recognition accuracy compared with the other neural
networks. The reason can be explained as follows. The DenseNet utilizes densely

connected convolutional networks to implement feature reuse and feature passing
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Figure 7. The comparison of different neural networks.

using DenseBlock. This method alleviates the vanishing-gradient problem and
decreases the number of parameters. Therefore, it can effectively extract valuable
features and real better classification results. As a result, it achieves better au-
thentication accuracy than traditional neural networks.

We compare the results with the system of Waving Authentication (WA)
proposed in [19]. The WA recognizes eight users with 92.83 percent using the
SVM classification approach. Our system has better recognition results from the
number of participants and recognition accuracy. The results indicate that neur-
al networks have better recognition performance than traditional smartphone

identity authentication methods.
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5. Conclusions

At present, the smartphone has become the most crucial electric device for a lot
of people. It can be used as a mobile computer to help us finish many work and
entertainment, such as shopping, paying, and reading. Therefore, identity au-
thentication is a crucial problem for smartphone users because the device stores
much important information, especially including person’s identity and digital
wallet. The authorization for the legal user is the premise for the security usage
of smartphones since it will refuse illegal users to access the data in the smart-
phone. This paper studies identity authentication for smartphone users using the
internal sensors of smartphones and neural networks. Specifically, we collect
sensor data when a user waves a smartphone and draws a circle, then process the
data by normalizing them and feeding them into neural networks. We build
DenseNet to validate the legal users. In addition, we choose another two neural
networks, including SqueezeNet and AlexNet to compare the identity effect. The
result shows that DenseNet achieves the best authentication accuracy. This
neural network can be used to implement identity authentication for the smart-
phone.

Although we validate the effectiveness of DenseNet for smartphone identity
authentication, we have some challenges with this application. Firstly, we can
choose more brands and types of phone to validate the algorithm. Secondly, we
may choose more neural networks to obtain more authentication results. Third-
ly, more actions may be considered to evaluate the relationship between action
and authentication accuracy. To sum up, we may build more experiment scena-

rios to evaluate the authentication scheme for smartphone applications.
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